
National Cyber Security 
Awareness Month   

 

Week Four:  
Your Evolving Digital Life 



Webinar Recording and 
Evaluation Survey 

• This webinar is being recorded and will be made 
available online to view later 

o Recording will also be available at 
www.naco.org/webinars  

• After the webinar, you will receive a notice asking 
you to complete a webinar evaluation survey. 
Thank you in advance for completing the webinar 
evaluation survey. Your feedback is important to us.  



Tips for viewing this 
webinar: 

• The questions box and buttons are on the right side 
of the webinar window.   

• This box can collapse so that you can better view 
the presentation. To unhide the box, click the arrows 
on the top left corner of the panel. 

• If you are having technical difficulties, please send 
us a message via the questions box on your right. 
Our organizer will reply to you privately and help 
resolve the issue. 
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Mr. Michael Echols 
Chief Information Security 
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Steve Hurst,  
Director, Security Services and 
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Chief Accountability Officer, 
Vice President of Operations 
and Planning, Vice Dean of 
the Graduate School,  
University of Maryland 



Prepared By 
Michael Echols, Chief  Information Security Officer 

OET Vision:  To be recognized as a first-class technology organization by the customers we serve.  
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Internet Use Trends 

6 

Source: Smart Insights, Mobile Marketing Statistics 2015 

Our Vision is to Identify, Manage and Mitigate the Risk of Cyber Threats 



Mobile Use Trends 
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Source: Smart Insights, Mobile Marketing Statistics 2015 

Our Vision is to Identify, Manage and Mitigate the Risk of Cyber Threats 



IOS and Android Vulnerabilities 
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Source: Fire Eye, A Comprehensive Mobile Threat Assessment of 7 Million iOS and Android Apps 

Our Vision is to Identify, Manage and Mitigate the Risk of Cyber Threats 



Mobile Threats 
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Source: Lookout Mobile, 2014 Mobile Threat Report 

Our Vision is to Identify, Manage and Mitigate the Risk of Cyber Threats 



Mobile Malware Examples 
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Source: Lookout Mobile, 2014 Mobile Threat Report 

Our Vision is to Identify, Manage and Mitigate the Risk of Cyber Threats 



Mobile App Risks 
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Source: McAfee Mobile Security Report February 2014 

Our Vision is to Identify, Manage and Mitigate the Risk of Cyber Threats 



Actions that will increase safety 

1. Auto-lock your phone 

2. Keep your apps and device software up to date 

3. Use discretion when downloading apps 

4. Stick to window-shopping on public WiFi 

5. Protect your phone like you protect your PC 

12 Our Vision is to Identify, Manage and Mitigate the Risk of Cyber Threats 













































“Your Evolving Digital Life”  
Implications for higher education 

Presenter 
 

Dr. Roger J. Ward 
Vice President, Planning and Operations 

Vice Dean, Graduate School 
Chief Accountability Officer 

--- 
National Association of Counties Cybersecurity Webinar Series 

October 21, 2015 
 



Presentation Overview 
• About University of Maryland, Baltimore (UMB) 

 
• Post-traditional Learners and Digital Natives 

 
• Smart World Challenges for Higher Education 

 
• Cyber Risks for Higher Education: Data Breaches 

 
• Managing the Risks 
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About the University of Maryland, Baltimore (UMB) 
• UMB is the founding campus (1807) of the University System of Maryland. 
• Mission:  To improve the human condition and serve the public good of 

Maryland and society at-large through education, research, clinical care and 
service. 

• Schools: Dentistry, Graduate, Law, Medicine, Nursing, Pharmacy & Social 
Work 

• Students: 6,205  
– Graduate and Professional: 87% 
– Undergraduate: 13% 
– Full-time: 77%; Part-time: 23% 

• Employees (includes faculty): 7,858;  
– Full-time: 71%; Part-time: 29% 
– Faculty: 1,908(full-time); 943(part-time) 

• Annual Budget: ~$1B 
• Grants and Contracts:  ~$500k 
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Drivers of Change: Rise of the Post-Traditional Learner 
• Traditional learners are students that go to college 

immediately after high school, attend full-time, and are 
financially dependent on their parents. They attend four-year 
colleges and live on campus. 

• Over the last 30 years, however, the data indicate that the 
number of students actually fitting this traditional model has 
been dropping.  

• The startling reality is that, according to the National Center 
for Education Statistics, today traditional students represent 
only about 15 percent of current undergraduates. 

• The remaining 85 percent of undergraduates are a diverse 
group that includes adult learners, employees who study, low-
income students, commuters, and student parents. 
 

Source: Post-traditional Learners and the Transformation of Postsecondary Education: A Manifesto for College Leaders (ACE, 2013) 
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Drivers of Change: Rise of the Post-Traditional Learner 
• Post-traditional learners are working-age (25 to 64 years) students 

who demand “customized education” integrating their professional 
experience with tailored learning. 
 

• Post-traditional learners tend to already be a part of the workforce 
and seek the flexibility of online learning to acquire new skills 
necessary for advancement in their current professions.   
 

• The demand for online learning is driven in large measure by the 
rise of the post-traditional learner.  
 

• Approximately, 51% of post-traditional learners are seeking 
certificate or a technical/occupational license, with the bulk of the 
remainder interested in professional masters degrees.  
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Digital Natives 
• The term ‘digital native’ refers to students 

born after 1980 when the personal computer 
became commonplace. 

• Technology had created a discontinuity, 
resulting in a radical change in the 
characteristics of the new generation of 
students entering our universities.  

• They are the most technologically networked 
generation in history. 
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Students Use of Technology  
• Outside of school: 

– Email, Internet, social media, texting on cell 
phones, instant messaging, and talking on cell 
phones.  

• In school 
– Accessing information on the Internet, using 

email, word processing, math and science 
programs, texting on cell phones, and accessing 
electronic databases.  
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Students’ Use of Technology: Trends 

• Students expect to be able to work, learn, and study 
whenever and wherever they want to.  
 

• Life in an increasingly busy world where learners must 
balance demands from home, work, school, and 
family poses a host of logistical challenges with which 
today’s ever more mobile students must cope.  

 
 

(NMC Horizon Report, 2012) 
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Smart World Challenges for Higher Education  
• The abundance of resources made easily accessible via the 

Internet is increasingly challenging us to revisit our roles as 
educators.  
 

• Universities have always been seen as the gold standard for 
educational credentialing, but emerging certification 
programs from other sources are eroding the value of that 
mission daily. 
 

• The technologies we use are increasingly cloud-based. 
 

• It does not matter where our information is stored; what 
matters is that our information is accessible no matter where 
students are or what device they choose to use.  

 
 
(NMC Horizon Report, 2012) 
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Smart World Challenges for Higher Education  

• Education paradigms are shifting to include 
online learning, hybrid learning and 
collaborative models.  
 

• Institutions that embrace face-to- face/online 
hybrid learning models have the potential to 
leverage the online skills learners have already 
developed independent of academia.  
 
(NMC Horizon Report, 2012) 
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Smart World Challenges for Higher Education  

• Digital media literacy continues its rise in 
importance as a key skill in every discipline and 
profession.  
 

• Despite the widespread agreement on the 
importance of digital media literacy, training in 
the supporting skills and techniques is rare in 
teacher education and non-existent in the 
preparation of most university faculty.  

 
(NMC Horizon Report, 2012) 
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Data breaches in a Digital Higher Education Environment 

• As of April 25, 2014, the Privacy Rights Clearinghouse (PRC) 
documented 4,257 data breaches in the US involving at least 
867,217,832 records from all industry sectors. 

• Education has a larger number of reported breaches but 
fewer records exposed. 

• 63% of the PRC reported breaches are attributed to doctoral 
institutions, though they make up only 7% of all U.S. 
institutions.  

• 21% of the reported breaches are attributed to master’s (MA) 
institutions, which make up 16% of all U.S. institutions.  

• While they comprise the majority of U.S. higher education 
institutions, associate’s (AA) and bachelor’s (BA) institutions 
had fewer reported data breaches. 
 
 

45 Source:  Educause Center for Analysis and Research 



Data breaches in higher education: Top 5 categories 

1. Hacking or malware: Electronic entry by an outside party; 
data loss via malware and spyware. 

2. Unintended disclosure: Sensitive information posted publicly 
on a website, mishandled, or sent to the wrong party via e-
mail, fax, or mail. 

3. Portable device: Lost, discarded, or stolen portable devices 
(e.g., laptop, PDA, smartphone, portable memory device, CD, 
hard drive, data tape, etc.). 

4. Stationary device: Lost, discarded, or stolen stationary 
electronic device such as a computer or server not designed 
for mobility. 

5. Physical loss: Lost, discarded, or stolen non-electronic 
records, such as paper documents. 

46 Source:  Educause Center for Analysis and Research 



ERM as a framework for managing cyber risk 
• It is a process initiated and effected by an 

organization’s leadership; 
• Developed and managed at the ‘enterprise’ as 

opposed to the unit or operational level; 
• Designed to identify and mitigate risks that would 

impact strategic objectives; and 
• Provides a framework for determining risk tolerance, 

developing mitigating strategies, and allocating 
resources. 



The End 



Q&A 
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You may ask a question 
using the questions box on 
the right side of the 
webinar window. 



Contact Information 
 

Jerryl Guy, MS, MCSE, CISSP 
IT Manager, NACo 

Email: jguy@naco.org 
Phone: (202) 942-4229 
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