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Seven years with Adams County, currently Chief 
Information Officer. 

My goal is to improve County public service delivery 
through relationship building, technological solutions, risk 
reduction, and appropriate portfolio management. 

I am most proud of the fact that Adams County and its 
leadership have recognized the value IT brings to the 
organization and works closely with us to ensure we have 
the support necessary to be successful. Without this 
support, the County would not be able to modernize and 
provide better service to our citizens.

Phil Walter



IT and Security Assessment Tools

This year is like no prior year on record.



Assessment 
Options 
Characteristics:

Free (seldom)

Costly

Meets Audit Requirements

Focused on the IT Department



Alternative Assessment Options 
IT Self-Assessment

Sample Characteristics:

• Free

• Can be done at your pace

• Focus on Other Departments

• Includes Elected Official Input

• Generally, one day of Interviews, but can be two

• Sixteen Questions (sample to the left)

• Separate interview tool for the IT Department 
with additional questions

• Best if done in one central location (like an 
interview)

• Provide Snack and Drink!



Alternative Assessment Options 
IT Self-Assessment



Alternative Assessment Options 
IT Self-Assessment Outcome

Written Executive Summary

• Summary

• Strengths

• Challenges

• Recommendations



Alternative Assessment Options 
Security Assessment

Sample Characteristics:

• Free

• Can be done at your pace

• Focus on IT Department

• Similar to NCSR (but more layman’s terms)

• Symbols used to show priority

X !



Alternative Assessment Options 
Security Assessment Outcome
Sample



Alternative Assessment Options 
IT Follow-Up Self-Assessment 

Sample Characteristics:

• Free

• Can be done at your pace

• Focus on IT Department

• Strategy

• Staffing

• Documentation

• IT Culture

• Governance



Alternative Assessment Options 
IT Follow-Up Self-Assessment 

Outcome
Report to Commissioners contains
• Comparison to first IT assessment
• SWOT Analysis
• Recommendations



Alternative Assessment Options 
IT Follow-Up Self-Assessment 

Outcome
Report to Commissioners contained
• Comparison to first IT assessment
• SWOT Analysis
• Recommendations



Alternative Assessment Options 
IT Follow-Up Self-Assessment 

Outcome
Report to Commissioners contained
• Comparison to first IT assessment
• SWOT Analysis
• Recommendations



Benefits of These Assessments

✓ County ready for CIO position
✓ Confirmation from trusted partner (CCAP) and established 

CIO (Rita) that the direction set by County CIO is sound and 
properly aligned

✓ Impact of turnover in IT significant
✓ In-house approach is ideal
✓ Budget funding critical
✓ Cyber risk is significant to County
✓ Legal review prioritization
✓ Policies continue to evolve and require compressed review 

strategy
✓ Project Governance
✓ Backups are everything



How to Get Started

• Determine which assessment you want to start with
• Contact NACo staff for the tools and a brief training session of the templates
• For the IT Assessment

• Schedule the date
• Select up to five departments to include in the interviews (Director and one key knowledgeable 

staff person
• Reserve the space (it’s easier to have the department staff come to one central location
• Make sure to have plenty of coffee, tea and snacks
• Include a break for yourself
• Interview the IT department at the end of the interviews

• Set expectations for when Executive Summary will be ready
• Can take up to a month to finalize

• Determine if you want an outside facilitator to conduct
• Have follow-up meeting with elected executive stakeholders to present executive summary



Attendee Feedback

• Where do you think you will need assistance in implementing these types of assessments?
• Time?
• Outside facilitator?
• Money?

• How can NACo help
• Regional trainings on these instruments
• Separate Channel on the Tech Xchange for those using the instruments to share ideas and 

progress, successes, lessons learned, feedback to improve the instruments
• Other ideas?

• Next Steps
• Pilot

• Five to eight volunteer counties to implement the instruments



• Questions and to Join Tech Xchange

• Rita Reynolds, CTO

• (rreynolds@naco.org)

• Ashley Gallagher, Technology Programs Specialist (agallagher@naco.org) 

Questions and Follow-Up

• Rita Reynolds, CTO  (rreynolds@naco.org)

• Ashley Gallagher, Technology Programs Specialist (agallagher@naco.org) 
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