


Welcome to the 
Telecommunications & Technology 
Policy Steering Committee Business 

Meeting



Housekeeping

 Please stay masked unless actively eating or drinking
 Use standing microphones for questions and comments
 Virtual attendees may “raise hand” to be recognized or ask questions and make comments 

in the chat
 Slides and all materials will be emailed to the Committee after the conference!



Run of Show

1:30pm: Opening remarks and introductions, Chair Clark
1:45pm-2:15pm: Next-Gen 911 with State Senator Kagan
2:15pm-2:45pm: Cyber Priorities w/ Sen. Peters and Rita Reynolds
2:45pm-3:15pm: Fireside chat with Kevin Gallagher, DOC
3:15pm-3:45pm: FCC presentation (recorded) & Federal Policy Update
3:45pm-4:15pm: T&T business meeting (committee members only)



Opening Remarks and Introductions

Chair Tarryl Clark



Next-Generation 911 Presentation,
State Senator Cheryl Kagan (D-Md.)



Local Cybersecurity Priorities, Sen. 
Gary Peters and Rita Reynolds



Remarks from Senator Gary Peters 

Click to Watch Remarks

https://naco.sharefile.com/d-s654e6f1afdd74b0daa89927007dc29cb


Evolving Threat Landscape
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External Threats – Hacker As a Service



External Threats – Hacker As a Service



The Current State of Cyber – Insider Threats
An internal employee maliciously or 

inadvertently causes an issue to occur. 

 NEW: USB mailings starting in August 
2021 and continuing through January 
2022.

 When plugged in, the device may 
appear to be a keyboard on the 
system and execute code in memory, 
including a PowerShell payload.



Local Government Cyber Priorities
NACo Cyber Priorities and Best Practices 
Publication
1. MFA – Multi Factor Authentication
2. DMARC
3. DotGov
4. Assessments
5. Join MS-ISAC
6. Monitoring Tools
7. Contract Reviews-3rd Party Providers
8. End User Education
9. End User Protection
10. Support (staffing, consultants)
11. Policies

https://www.naco.org/resources/naco-cyber-security-priorities-and-best-practices


NACo Programs
• NACo Tech Xchange

•Discussion Group
•Portal
•Focus Groups – toolkits
•CIO Forums

• Open to County IT Leaders 
and other IT employees (GIS, 
security)

https://www.naco.org/resources/signature-projects/county-tech-xchange


Cyber

Detection

Prevention

Response

GIS

Use Cases and 
Investment

Strategy

Policies and 
Data Sharing

Workforce 
talent

Flextime

Benefits

Career 
Growth

Budgeting

Procurement

Contracts

Grants

Tech 
Planning, 
Strategy

Projects

Priorities

Innovation

C

NACo Programs – Cyber Guide for County 
Leadership

1. Increased security
2. Protection of residents
3. Lower Cyber Insurance Coverage
4. Protection of end users
5. Protection of data assets
6. Protection of the county brand 
7. Protection of the website
8. Protection of the network
9. Protection of Election Equipment
10.Protection of Election Processes

Top Ten Benefits CyberFive Areas



C

1. Does the County have a Board adopted Information 
Security Program in place to govern cyber risk 
management?

2. Does the county have Multi-Factor Authentication 
(MFA) in place? 

3. Does our county have a security incident plan in 
place and is that plan part of the overall continuity 
of government plan?

4. What cyber-related issues have we experienced in 
the past year or key high-level findings that have 
been uncovered through an assessment, and what is 
our plan for addressing them?

5. Are there security initiatives which you believe are 
important to take on in the next several years? And 
does that involve new tools and funding? How can 

elected leadership support you in those?
6. Does our county have an employee security 

awareness training program in place? Tell me more.
7. Are our backups safe from a security threat and 

have we conducted exercises to test reinstalling 
data from backup?

8. How does our county ensure the cyber safety of 
county employees, contractors and others that 
connect to the network, especially in a remote 
environment? 

9. Is our county using the cloud for hosting data and 
applications and how is that protected?

10. Why do we need cyber insurance and what are the 
current challenges?

Cyber Guide for County Leadership
Top Ten Questions



Tend to the Basics

Security 
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NACo 2022 
Technology Priorities



C

NACo Programs
• Cyber Attack Simulation Series

• Nov 29 – Dec 1
• County staff encouraged to participate (IT, CAO, County Exec, HR, etc.)

• 2022 Cyber Simulations
• March 14 - 18, 2022 | Ransomware on 911 Systems and Backup Systems
• June 13 - 17, 2022 | Counterfeit Websites/Website Defacement
• September 19 - 23, 2022 | Waste Management, Water Treatment and 

Recycling Centers
• November 14 - 18, 2022 | Procurement Without IT Support

https://www.naco.org/naco-cyberattack-simulation
https://member.naco.org/web-registration/?id=81ad31f6-4051-ec11-8c62-000d3a5af748


Thank You
Questions?

Rita Reynolds, CIO, NACo
rreynolds@naco.org

mailto:rreynolds@naco.org


Fireside Chat with Kevin Gallagher, 
Department of Commerce



Fireside Chat with Kevin Gallagher, 
Department of Commerce



What’s the latest from the FCC?



What’s the latest from the FCC?

Click to Watch FCC Presentation

https://naco.sharefile.com/d-sf87a9e8145dd4b7a8811077452af935c


Federal Policy Update



Telecommunications & Technology 
Business Meeting

Interim Policy Resolution Consideration



Thank you!

See you at Happy Hour: 6:30pm @ 
the LINE Hotel, 1770 Euclid St. NW
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