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JAY S. ALBANESE

TRANSNATIONAL
CRIME

AND THE
elst CENTURY

CAIMINAL ENTERPRISE, CORRUPTION,
AND OPPODRTUNITY




o
Critical Infrastructure
IS @ LOCAL Issue

1. Elections(Al use)

2. Transportation(5G)
3. Banking (Quantum)
4. Safe Cities (ID)

Moving from
Critical Infrastructure Protection

to
Critical Infrastructure Resilience
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" LIFELINE SERVICES RELY ON TECHNOLOGY

Adversaries have
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Securing
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Things
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Control
Systems
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THE BASICS Must Be Done!

Practical Advice
Things Every Person, Place, and Thing Should Do

(Learn more by clicking on each icon)
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RESILIENCE

Should
Replace

Security
as your GOAL.




Advanced
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Change




Change is Coming

Adversaries have or will soon have:

1.Ability to intercept and decrypt all traffic.

2.Ability to retrain our Al against us.
3.Ability to disrupt/takeover real time communications

4.Ability to inject doubt into systems that require certainty
5.Ability to masquerade as anyone, anywhere.
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Our Goal:

“Make the Internet Safe and
Secure for the functioning of
Government and critical
services for the American
pEOpIe by 2028.” November 2018

INFO@NationalCyberMoonshot.org
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Actioning the National Cyber Moonshot

GRAND CHALLENGES

15t Change the Economics
of Cybersecurity

2"d Educate ALL Americans
to cyber-safety levels

ssssssssssssssssssssssssssssssssssssssss



Actioning the National Cyber Moonshot -- WORKSHOPS

NationalCyberMoonshot.org

THANK YOU

FOR A VERY SUCCESSFUL
NATIONAL CYBER MOONSHOT

ECOSYSTEM WORKSHOP!

s/ WORKSHOP REPORT
— N



Actioning the National Cyber Moonshot - Next Up!

NationalCyberMoonshot.org




CYBER+INFRASTRUCTURE

Ramping Up for Defense.

Has support of White House
and Congress to Lead



What Can You Change Starting Now?

Prioritize Security and Privacy in your 5G rollouts
Prioritize Privacy in your Safe Cities programs
Have a Voice in the Moonshot Pillar programs (esp policy)
Improve Cyber Education Locally
Shift Operational and Legislative focus

toward Resilience



1] THANK YOU

ASK ME ANYTHING

CONTACT ME: {

Tom.Patterson@unisys.com

WWW.UNISYS.COM/PATTERSON INFO@NationalCyberMoonshot.org

l.d  Twitter @TomTalks
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A Top Local Story on the
second day of WEF was
of Russian Spies caught
dressed as plumbers in

one of the secure hotels.

< @oges<:Amciger

Tuesday January 21, 2020 9:21 AM

Spies in Davos? Russian
diplomat pretended to be a
tinsmith

For Vladimir Putin's spies, the World
Economic Forum probably started in
the summer.




