
Today’s webinar will begin in a few moments.

Find information about upcoming 
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Tips for viewing this webinar
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www.naco.org/webinars

Webinar recording and evaluation 
survey
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Question & Answer instructions
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National Cybersecurity 
Awareness Month events at 
NACo

http://www.naco.org/programs/cybersecurity
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Other Resources - InfraGard

• Member-based information sharing program

• Member Benefits:
• Access to InfraGard’s secure portal
• Timely intelligence briefings and analytical products
• Unique Networking Opportunities
• Training/Education Opportunities

• Membership Requirements
• US Citizen, 18 yrs or older
• Consent to FBI security/risk assessment and periodic re-certifications
• Confidentiality and NDA
• Agree to InfraGard Code of Ethics

• Contact:  www.infragard.org

CLASSIFICATION 13



Cybercrime and Cyber Security 

Awareness

Captain Todd Turpitt

Hennepin County Sheriff’s Office

Minneapolis, MN



What is Cyber Crime?

Cyber crime is an extremely fast growing area of crime. In essence, it 

is nothing new, it has only been transformed from criminal activity in 

person to criminal activity behind a computer screen. This has 

allowed the criminals to gain a sense of anonymity. 

With the speed, convenience and globalization of the internet, 

criminals can commit almost any illegal activity anywhere in the 

world. 



Examples of Cybercrimes

Source www.ic3.gov

• Identity Theft: The appropriation of your 
personal identifying information to commit 
fraud or theft.

• Credit and Debit Card Fraud: Fraudulent         
unauthorized charging of goods and services to a 
victim’s credit/debit card

• Computer Crimes: Crimes that target computer 
networks or devices directly or crimes facilitated 
by computer networks or devices



Identity Theft

The appropriation of your personal identifying information 

to commit fraud or theft.

Personal identifying information (PII) can be 

obtained in a number of ways. 

http://www.google.com/url?sa=i&rct=j&q=&esrc=s&source=images&cd=&ved=0ahUKEwjf-fKg4tDPAhXj44MKHeO7DR8QjRwIBw&url=http://deefordentist.com/target-security-breach/&psig=AFQjCNHwQFFSe8GKwWYkMIgeePI2NEi5pA&ust=1476207118540390
http://www.google.com/url?sa=i&rct=j&q=&esrc=s&source=images&cd=&ved=0ahUKEwjf-fKg4tDPAhXj44MKHeO7DR8QjRwIBw&url=http://deefordentist.com/target-security-breach/&psig=AFQjCNHwQFFSe8GKwWYkMIgeePI2NEi5pA&ust=1476207118540390


Identity Theft Example

• Email notification for personal information 



Credit and Debit Card Fraud

Fraudulent unauthorized charging of goods and services 

to a victim’s credit/debit card- source ic3.gov.

• Card info obtained through:

– Thievery

– Trash search

– Access to personal records

– Social media

– Change of address forms in banking 

statements

– Everyday use-skimming



Credit and Debit Card Fraud

Example

• Skimmers



Computer Crimes

Crimes that target computer networks or devices directly or 

crimes facilitated by computer networks or devices – Source www.ic3.gov

• Cyber threats

• Hacking- The unauthorized intrusion into the 

computer system of another, often with malicious 

intent.

• Intrusion- The unauthorized access or network 

usually with the intent to carry out malicious activity or 

obtain access to private information.

• Malware- Software used to disrupt computer 

operation, gather sensitive information, or gain 

access to private computer systems.  



Computer Crimes
Cyber threat examples



Doxing

What is it?

“Internet based practice of researching and 

broadcasting private or identifiable information 

about an individual or organization”.-Wikipedia 

Concerns

Government officials may be targeted and 

personal information to include addresses, family 

members, and other private information published.



Prevention Strategies

• Check the mail daily and shred any documents that contain 

personal information.

• Be aware when bills are due and if a statement seems late

• Scrutinize all CC statements know what the charges are and 

question if it looks unusual

• Check your credit history at www.annualcreditreport.com.  

Look for unusual inquiries.

• Read emails, text messages, etc. carefully

– Spelling errors, grammatical errors

– Contact financial institution/other entity directly

– Shred or destroy personal information



Prevention Strategies

• Utilize privacy settings on social media sites and avoid 

information on government or law enforcement activities.

• Minimize social media activities

• Explore options for privacy in your public records-ex: 

drivers license, vehicle registration, and property tax info.

• “Google” yourself.  What is out there?

• For your network, engage your departmental IT services 

to develop strategies for security. 



Prevention Strategies

• Things to remember:

• No legitimate bank or business requests personal information via 

email

• No law enforcement entity sends official legal notices via email

• No law enforcement or government entity will demand instant 

payment to avoid arrest, etc.

• No government entity takes unusual forms of payment such as gift 

cards, unusual wire transfers, etc.  

• Back up files and hard drive frequently

• Use strong passwords and change them regularly

• If it seems too good to be true, it is.     



If you are victimized

• Report to your local law enforcement agency

• File a complaint with the Internet Crime Complaint center 

@www.ic3.gov

• Submit a consumer complaint with the Federal Trade 

Commission @www.ftc.gov/complaint

• Notify your banking institution

• If you were scammed by someone claiming to represent 

a business, be sure to notify the actual business (bank, 

credit card company, etc.)

Source IACP Cybercenter.



Cybercrime and Security 

Awareness

Questions?
Captain Todd Turpitt

Hennepin County Sheriff’s Office-Minneapolis, MN

todd.turpitt@hennepin.us
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MULTI-STATE INFORMATION

SHARING AND ANALYSIS CENTER

The U.S. Department of Homeland Security has designated 
the MS-ISAC as its key cybersecurity resource for 

cyber threat prevention, protection, response and recovery for all 
U.S. State, Local, Tribal and Territorial (SLTT) governments.



WHO WE SERVE

MS-ISAC Members include:

 All 56 US States and Territories

 All 78 federally recognized fusion 
centers

 More than 1,000 local governments and 
tribal nations

State, Local, Tribal, and Territorial
Cities, counties, towns, airports, public education, 

police departments, ports, transit associations, 
and more



24 X 7 SECURITY OPERATIONS CENTER

 Support:
 Network Monitoring Services
 Research and Analysis

 Analysis and Monitoring:
 Threats
 Vulnerabilities
 Attacks

 Reporting:
 Cyber Alerts & Advisories 
 Web Defacements
 Account Compromises
 Hacktivist Notifications

Central location to report any cybersecurity incident

To report an incident or 

request assistance:

Phone: 1-866-787-4722

Email: soc@msisac.org



MS-ISAC WEEKLY MONITORING (2016)
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TOP MALWARE

ZeuS

Kovter

Vawtrak/Neverquest

Locky

Dridex

Cryptowall

Tinba

Poweliks

Ponmocup

Nymaim

Kovter

Locky

Cryptowall

Nymaim



RANSOMWARE INFECTIONS (SEP 15-16)

Trojan.Cryptowall Infection Tesla/Alphacrypt Locky

Cerber CryptXXX Other Ransomware



NEW RANSOMWARE VARIANTS TIMELINE



Ransomware Attack Vectors

1. Visiting a malicious site

2. Clicking on a malicious 

email attachment

3. Unpatched web servers

Prevention Mechanisms

1. Keep your systems 

patched – desktops and 

servers.

2. Email filtering

3. Keep your AV up to date

4. End user training and 

awareness

RANSOMWARE

Recent Trends

1. New Variants / TTPs 

2. Ransomware-as-a-

service

1. Hospital targeting



SUPPLY CHAIN

Both opportunistic and targeted attacks

• Malicious actors gaining access to devices during 
manufacturing

• Exploitation of third-party connections

Consider these concerns when establishing 
business relationships and drafting agreements



HOAX DDOS EXTORTION SCHEME

 Extortion demands

 Bitcoin Payment

 Known CTAs: Lizard Squad, Armada Collective, 
LulzSec, New World Hacking

 HOAX!



WHAT CAN YOU DO?

Low Hanging Fruit!

1. PATCH!

2. Use defensive software

3. Back-up

4. Train users

5. Enforce strong, complex, unique passwords

Critical Security Controls
1. Identify authorized and unauthorized devices
2. Inventory authorized and unauthorized software
3. Secure configurations for hardware and software
4. Continuous vulnerability assessment and remediation
5. Controlled use of admin privileges



MS-ISAC CONTACT NUMBERS

Security Operations Center

24/7 Phone Number

1-866-787-4722

soc@msisac.org

MS-ISAC HQ

Front Desk

518-266-3460

info@msisac.org

Thank You!

Ben Spear
ben.spear@cisecurity.org

mailto:soc@msisac.org
mailto:info@msisac.org
mailto:ben.spear@cisecurity.org
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Director, Symantec Security Response
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Observations
on Ransomware
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Ransomware Growth Factors

• High Profitability

• Effective Infection Vectors

• Easy Access to Encryption

• Low Barrier to Entry
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Ransomware is Easy
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Ransomware is Easy
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Most Ransomware Does Not Care Who it Infects
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Consumer
s 

57%

Organizati
ons 43%
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How is Ransomware getting on machine?
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Vectors

• Other malware
• Brute-force attacks
• Server-side 

vulnerabilities
• Worm techniques
• SMS messages and 

app stores (Android)
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#10 Don’t Let Defenses Down at Mail Server
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1 in 152
emails is

Malicious
Symantec ISTR August 2016
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Review Your Email File Filtering Policy

• Block these file extensions at the Mail Gateway
– .js

– .jse

– .vbs

– .vbe

– .iso

– .hta

– .wsf

• End-Users and Desktop Security is the last line of defense from these 
threats.

• See: http://www.symantec.com/connect/articles/support-perspective-
w97mdownloader-battle-plan
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Zero-Day Vulnerability Lifecycle
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Zero-Day Public – No Patch Patch Available

About 365 days Avg. 1 day Maybe Never
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Adobe Releases Out-of-Band Patch For Flash 
Vulnerability

• On June 23, Adobe released an out-of-band patch for a critical zero 
day vulnerability, designated CVE-2015-3113
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Zero-Day Public – No Patch Patch Available

Exploit 
Kit

Magnitu
de

Angler

Nuclear

RIG

Neutrino

1 2 3 4 5 6 7 8…...
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Top 5 most Frequently Exploited Zero-Day 
Vulnerabilities in 2015
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Rank Name 2015 Percentage

1
Adobe Flash Player CVE-2015-
0313

81%

2
Adobe Flash Player CVE-2015-
5119

14%

3
Adobe Flash Player CVE-2015-
5122

5%

4
Heap-Based Buffer Overflow 
aka ‘Ghost’ 
CVE-2015-0235

<1%

5
Adobe Flash Player CVE-2015-
3113

<1%
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Do Your Fellow Man a Favor and Patch Your Website
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Exploit KitPopular Website

Downloader

15% of Legitimate Websites 

Have Critical Vulnerabilities Unpatched

Patch Browser & Browser Plug-in Vulnerabilities
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Ransomware Attack Chain 

55

1. Malware 
Delivery

2. Malware 
installed

3. Call C&C
Server

4. Encryption
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Ransomware Attack Chain - Variations

• Different ransom amounts

• Delete or infect backup 

• Target specific user files or all user files

• Download additional threats

• Propagate onto servers, USBs, cloud
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Copyright © 2015 Symantec Corporation

1. Malware 
Delivery

2. Malware 
installed

3. Call C&C
Server

4. Encryption
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If There Is An Attack Chain There Is A Kill Chain
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1. Malware 
Delivery

2. Malware 
installed

3. Call C&C
Server

4. Encryption

Gateway
Mail server

AVE, IPS,
Download 

Insight

IPS

SONAR,
ADC
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Protection Against Ransomware

• Install, configure and maintain an endpoint security solution

• User Education

• Employ content scanning and filtering on your mail servers

• Maintain a current patch level for any operating systems and 
applications that have known vulnerabilities

• Limit end user access to mapped drives – make read only and 
password protect

• Deploy and maintain a comprehensive backup solution

– Make sure backup is not writeable by network workstations or servers
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If You Get Infected

• Isolate the infected computer before the ransomware can 
attack network drives to which it has access

• Clean the machine

• Restore damaged files from a known good backup

• And…
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If You Get Infected

Do not pay the ransom 

60



Copyright 2016, Symantec 
Corporation 

Willingness To Pay Is Driving Up The Cost Of The 
Ransom
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Paying The Ransom Puts a Notch 
on Your Gate
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Ransomware Attack Chain

63

1. Malware 
Delivery

2. Malware 
installed

3. Call C&C
Server

4. Encryption
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Paying The Ransom Puts a Notch 
on Your Industry’s Gate
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Thank you!

Copyright © 2016 Symantec Corporation. All rights reserved. Symantec and 
the Symantec Logo are trademarks or registered trademarks of Symantec 
Corporation or its affiliates in the U.S. and other countries. Other names may 
be trademarks of their respective owners.

This document is provided for informational purposes only and is not intended 
as advertising. All warranties relating to the information in this document, 
either express or implied, are disclaimed to the maximum extent allowed by 
law. The information in this document is subject to change without notice.

Kevin Haley
khaley@symantec.com

@kphaley
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Question & Answer session
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jguy@naco.org

THANK YOU!


